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KENDALL COUNTY CLASS SPECIFICATION 
 

SYSTEM ADMINISTRATOR 
 

 
GENERAL SUMMARY 
 
Under limited direction of the IT Director, the System Administrator (SA) is responsible for 
effective provisioning, installation/configuration, operation, and maintenance of systems 
hardware and software and related infrastructure. This individual participates in technical 
research and development to enable continuing innovation within the infrastructure. This 
individual ensures that system hardware, operating systems, software systems, and related 
procedures adhere to organizational values, enabling staff, volunteers, and Partners. 
 
This individual will assist project teams with technical issues in the Initiation and Planning 
phases of our standard Project Management Methodology. These activities include the 
definition of needs, benefits, and technical strategy; research & development within the project 
life-cycle; technical analysis and design; and support of operations staff in executing, testing 
and rolling-out the solutions.  
 

EXAMPLES OF ESSENTIAL FUNCTIONS 
 
This individual is accountable for the following systems: Windows Server systems that support 
GIS infrastructure, Windows and Application systems that support Asset Management; 
Responsibilities on these systems include SA engineering and provisioning, operations and 
support, maintenance and research and development to ensure continual innovation. 
 

Duties may include but are not limited to the following:  
 

Install new / rebuild existing servers and configure hardware, peripherals, services, settings, 
directories, storage, etc. in accordance with standards and project/operational requirements. 
 
Install and configure systems such as Active Directory, Email, SQL and SonicWall. 
 
Develop and maintain installation and configuration procedures. 
 
Contribute to and maintain system standards. 
 
Research and recommend innovative, and where possible automated approaches for 
system administration tasks.  Identify approaches that leverage our resources and provide 
economies of scale. 
 
Perform daily system monitoring, verifying the integrity and availability of all hardware, 
server resources, systems and key processes, reviewing system and application logs, and 
verifying completion of scheduled jobs such as backups. 
 
Perform regular security monitoring to identify any possible intrusions. 
 
Perform daily backup operations, ensuring all required file systems and system data are 
successfully backed up to the appropriate media and sent off site as necessary. 
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Perform regular file archival and purge as necessary. 
 
Create, change, and delete user accounts per request. 
 
Provide Tier III/other support per request from various departments.  Investigate and 
troubleshoot issues. 
 
Repair and recover from hardware or software failures.  Coordinate and communicate with 
impacted departments. 
 
Apply OS patches and upgrades on a regular basis and upgrade administrative tools and 
utilities. Configure and add new services as necessary. 
 
Upgrade and configure system software that supports infrastructure applications or Asset 
Management applications per project or operational needs. 
 
Maintain operational, configuration, or other procedures. 
 
Perform periodic performance reporting to support capacity planning. 
 
Perform ongoing performance tuning, hardware upgrades, and resource optimization as 
required.  Configure CPU, memory, and disk partitions as required. 
 
Maintain data center environmental and monitoring equipment. 
 
On call as needed for system outages  
 
Perform other duties as assigned by IT Director 

 

EXPERIENCE AND TRAINING 
 
       Systems Administration/System Engineer certification in Microsoft. 
 
       Four to six years system administration experience. 
 

 
LICENSES AND CERTIFICATIONS 
 
       MCSE 

 
KNOWLEDGE, SKILLS AND ABILITIES 
 
Knowledge of: 
 

  Windows Server 2008 through 2016. Solid network and firewall skills. Sonicwall a plus 
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Ability to: 
 

 Use varying types of business computer networking technology equipment. 
 

 Learn and use varying types of business software applications. 
 

 Maintain confidentiality of all county information not considered to be public information 
by legal statute. 

 

 Good interpersonal and customer skills. 
 

 Work within statutory guidelines established by state and local government. 
 

 Multi-task, prioritize and handle frequent interruptions. 
 

 Communicate verbally and in writing so as to allow comprehension by receiving party. 

 Understand and exchange information with supervisors, subordinates, and co-workers when 

giving and receiving assignments and instructions. 

 Communicate and interact with other departments, local government, state agencies, federal 

agencies, contractors and the general public. 

 Follow safe work practices including workplace safety policies and procedures. 

 Lift 10 to 25 pounds frequently and 25 to 50 pounds occasionally. 
 

 Walk, stand, sit, kneel, push, stoop, crawl, twist, reach above the shoulder, grasp, pull, 
and bend repeatedly. 

 Operate a motor vehicle. 

 Exert light physical effort mainly in a sedentary position indoors and outdoors. 

 

Kendall County is an Equal Opportunity Employer and maintains compliance with the Americans 
with Disabilities Act Amendments Act by providing reasonable accommodations to qualified 
individuals and employees with disabilities. 

 


